
ORANGE COUNTY ASIAN AND PACIFIC ISLANDER COMMUNITY ALLIANCE (OCAPICA) 
JOB ANNOUNCEMENT 

 
Title:           Information Security Officer (ISO)   Division: Administration 
FLSA: Non-Exempt, Full-time with benefits   Supervisor:  Director of Finance &  

                   Administration and/or Executive Director 
Pay Range or Rate:   Commensurate with experience  Revised: 6/2/2017 
 
Summary 
OCAPICA’s Information Security Officer (ISO) will be responsible for the agency’s IT security program.  This includes 
ensuring the agency’s computers, networks, data, and electronic information are adequately protected.  The ISO 
implements the daily operations of the IT security program, provides oversight of the annual and ongoing risk 
assessment process, development, implementation, and maintenance of policies and procedures, ensuring the 
confidentiality, integrity and access of electronic protected health information and of monitoring program compliance 
as well as investigation and tracking of incidents and breaches and in compliance with federal and state laws.  The 
ISO will also provide technical support in the agency’s IT needs. 
 
Essential Functions (100%) 

- .... Safeguards information system assets by identifying and solving potential and actual security problems. 
- Oversees, develops and implements ongoing security training to all staff. 
- Manages security incidents and events involving electronic protected health information (ePHI). 
- Serves as information security to all departments for all data security related issues. 
- Creating, testing and implementing network disaster recovery plans. 
- Recommending security enhancements and purchases for protection and compliance. 
- Protects system by defining access privileges, control structures, and resources. 
- Recognizes problems by identifying abnormalities; reporting violations. 
- Implements security improvements by assessing current situation; evaluating trends; anticipating  requirements. 
- Determines security violations and inefficiencies by conducting periodic audits. 
- Upgrades system by implementing and maintaining security controls. 
- Keeps users informed by preparing performance reports; communicating system status. 
- Maintains quality service by following organization standards. 
- Maintains technical knowledge by attending educational workshops; reviewing publications. 
- Contributes to team effort by accomplishing related results as needed. 
- Provides technical support in the areas of vulnerability assessment, risk assessment, network security, product  
      evaluation, and security implementation. 

- Responsible for designing and implementing solutions for protecting the confidentiality, integrity and availability of  
      sensitive information 

- Provides technical evaluations of customer systems and assists with making security improvements. 
- Participates in design of information system contingency plans that maintain appropriate levels of protection and  
      meet time requirements for minimizing operations impact to customer organization. 

- Conducts security product evaluations, and recommends products, technologies and upgrades to improve the  
      customer's security posture. 

- Conducts testing and audit log reviews to evaluate the effectiveness of current security measures. 
 
Minimum Qualifications - Knowledge, Skills and Abilities Required 

- Bachelor’s degree in computer sciences, information systems, or a related field.  Or an AA degree with 
extensive experience in computers, technology, or related field. 

- At least 2-4 years of experience in information technology and security. 
- Knowledge and experience in state and federal information security laws, including but not limited to HIPAA. 
- Demonstrated organization, facilitation, written and oral communication, and presentation skills. 



- Solid knowledge of information security principles and practices. 
- Working experience with intrusion detection systems. 
- Installation, configuration, monitoring and response to security system. 
- Understanding of advanced security protocols and standards. 
- Must be comfortable with the philosophy and goals of OCAPICA. 
- Must have a valid and current California driver license, car insurance and reliable transportation. Proof must 

be submitted. 
- Verification of employment and background check required. 
- Regular attendance required. 
 

Desired Qualifications - Knowledge, Skills and Abilities 
- Must be comfortable working in a team environment.  
- Excellent communication skills, both oral and written. 
- Excellent organizational and documentation skills. 
- Prefer individual with flexibility and initiative. 
- Ability to work evenings, weekends, overtime, and holidays may be required.  

 
Supervisory Responsibilities   
No supervision of employees required at this time. 
 
Environmental Conditions (Working Conditions)   
The environment for this position is an office environment (may include shared space) as well as in the community, 
exposed to weather conditions and noise level prevalent at the time. 
 
Physical Requirement 
In the course of performing this job, the incumbent typically spends time sitting, standing, driving, walking, typing, 
filing, carrying (maximum 30 lbs.), listening and speaking. 
 
Mental Requirement 
The incumbent in this position must be able to accommodate to any/all of the following: tolerance for distractions and 
interruptions; uncontrollable changes in priorities/work schedules; be able to process information, think, and 
conceptualize.  
 
Application deadline: Open until filled.  
Please e-mail or fax a cover letter, resume and 2 professional references (past supervisors including e-mail address 
and phone number) to: careers@ocapica.org or FAX: (714) 636-8828  
Please ensure that the email subject has the job title: ISO Position 
No Phone Calls Please.  
 

The Orange County Asian and Pacific Islander Community Alliance, Inc. (OCAPICA) is an  
Equal Opportunity/Affirmative Action Employer 

 
Agency Background: OCAPICA was established in 1997 as a nonprofit organization with a specialty in serving the 
diverse Asian American and Pacific Islander communities.  Since then, OCAPICA has expanded and serves all 
communities, especially low income communities through several different programs in health, mental health, 
workforce development, policy and civic engagement, youth development, and education.  OCAPICA has more than 
60 employees that speak 24 languages and serve more than 40,000 community members a year.  

 

mailto:careers@ocapica.org

